
A guide to 
upcoming 
changes

for Business 
On Line 
customers

Please take the time to read up on these 
important changes.
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1. We are improving Business On Line

• We are constantly reviewing our products and services to improve them, meet 
your needs and make it easier to bank with us. From 22 August 2019 Bank of 
Ireland will be making some changes to Business On Line which will introduce 
some elements of Strong Customer Authentication and enhanced security to 
keep your information safer.  Some of these changes will include removal of the 
edit payee option and amending the current session timeout to 5 minutes.

• We will also implement additional fraud prevention measures. We have updated 
how we define security instruments (i.e. PIN, Password etc.) and how you 
can provide us with instructions, including consenting to a payment, in our 
Conditions of Use and Customer Handbook. 

2. New regulation to enable Third Party Providers access 
to your account.

• New regulations (Payment Service Regulations) have been introduced to offer 
you greater control over your business data, giving you the option to securely 
share your business’ online payment account information and make payments 
directly from your online payment account by using Third Party Providers, known 
as TPPs. An online payment account is a payment account which is accessible 
using Business On Line, for example a business current account.

• We are amending our Business On Line Conditions of Use to take account of 
these changes. We will have more information and updates on our website 
(www.bankofireland.com/PSD2) about these changes.

• If you don’t want to avail of these TPP services, you don’t have to. We won’t 
share your business data unless you’ve given consent to a TPP. 

• TPPs will only be able to access your account if they are registered with their 
banking regulator and have your consent, verified using your security instruments 
where required. If you don’t want to allow anyone else access to your business 
account, you don’t have to do anything.

Dear Customer
We are writing to let you know about some important upcoming 
changes that will affect our Business On Line customers. This letter 
tells you about the important changes to your Business On Line 
agreement which come into effect on 22 August 2019. 
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Services available through a TPP 

TPP Service Service Description Important Information 

Account 
Information 
Service Provider 
(AISP)

Gathers information 
from one or more of 
your online payment 
accounts into one 
place.

Where you ask an AISP to access your 
business account, the AISP can make 
access requests for up to 90 days. Once 
each 90 day period passes, you will be 
prompted to re-authorise the access of 
the AISP for a further 90 day period until 
such time as you withdraw consent from 
the AISP.

Payment 
Initiation Service 
Provider (PISP)

Allows payments to 
be made on your 
behalf directly from 
your online payment 
account.

Where you use a PISP to make a payment, 
we will treat this as an instruction from 
your business. If you ask us to proceed 
with this type of payment, we may not be 
able to amend or stop the payment if we 
receive the instruction after the relevant 
cut-off time. You must have enough money 
in your account (or an overdraft to cover a 
payment) for a PISP to make a payment 
from that account.

Card Based 
Payment 
Instrument 
Issuer (CBPII)

Requests Information 
regarding the 
availability of funds in 
your online payment 
account.

When you permit a CBPII to find out 
if money is available in your business 
account, you must verify this with us 
(by providing your requested security 
instruments)  so that we can act on such 
a request. A CBPII can make any number 
of requests for that information (and we 
will answer them) until you cancel your 
permission to this CBPII.

Further information on TPPs:

• Where you allow a TPP to access your business account, we are not responsible for 
the actions of the TPP.

• We may refuse to process an instruction from a TPP where we know, or suspect, 
that you have not authorised a TPP to give the instruction, or the instruction may be 
fraudulent or given by mistake. If this happens, we will contact you if we can identify 
the TPP (unless the law or our security measures prevent us from doing so).
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• If there is a dispute between you and us, or, you and a TPP, you agree to accept our 
records as accurate (unless it is clear we made a mistake).

• A TPP may charge fees for their services which will be in addition to any fees or 
charges you owe us on your account. 

• Once set up, you can cancel these services at any time by instructing the relevant TPP 
not to carry out these services on your behalf.

• You agree to cooperate with us and give us information we ask for if you have a 
complaint about your account and we suspect that a TPP may be responsible for it, for 
example, because we suspect it is the TPP’s fault that an instruction was not carried 
out or was carried out incorrectly or too late.

• We have updated the Business On Line Conditions of Use to explain that an 
Administrator can approve and remove TPP access to accounts and how we may 
process and share your (or an Administrator or Authorised User’s) personal information 
to provide payment services to you.

3. Bank of Ireland KeyCode – Coming soon to Business On 
Line Payments Plus

• Later this year, we’ll be implementing Bank of Ireland KeyCode, for Business On Line 
Payments Plus users. Bank of Ireland KeyCode is a secure mobile authentication app 
that generates unique one-time codes to access Business On Line Payments Plus.

• We will be communicating regularly with Business On Line Payments Plus users to let 
you know exactly what you need to do and when. We have updated our Customer 
Handbook to reflect this and to make some of the instructions clearer

4. Changes that will only apply to you if you are a Corporate 
Customer

We have updated the Business On Line Conditions of Use to make it clear 
that certain parts of Payment Service Regulations do not apply to Corporate 
Customers. We also explain the circumstances when Corporate Customers 
may not be entitled to a refund under applicable Payment Services Regulations. 

A “Corporate Customer” is a customer who is not a Consumer or a 
Microenterprise as outlined in Clause 23 of the updated Business On Line 
Conditions of Use and as set out in the Payment Services Regulations.
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Payment Services Regulations allow us to agree that different rights and obligations 
may apply to payment services which we provide to corporate customers compared to 
those that apply to consumers or microenterprises.  We have updated our Conditions 
of Use to clearly highlight that certain protections referred to in the Payment Services 
Regulations are not available to customers who are Corporate Customers (this is the 
position that currently applies to Corporate Customers, we have just made it clearer). 

You are a Corporate Customer if you are not an individual (i.e. a consumer) or a 
Microenterprise. We have defined what these terms mean in the Conditions of Use. 

Our updated Conditions of Use clearly outline that if you are a Corporate Customer you 
will have to pay/bear all financial losses in respect of transactions that are not  authorised 
(for example, a transaction you did not consent to) including:- 

(a) where we do not require, or fail to accept, strong customer authentication for 
payment transactions; or. 

(b) if you fail to notify us that your personalised security instruments for accessing 
Business  On Line and authorising payments have been lost, stolen or 
misappropriated (unless you could not detect the loss, theft or misappropriation or if 
it was caused by an act or omission by us or anyone acting on our behalf).

The changes also make clear that we are not liable to you in the case of transactions 
that are incorrect due to payment details being incorrectly given to us by you. We are not 
responsible for any losses you may incur where we can show that a payment was made 
by us and received by the payees bank within the time periods set out in the Conditions 
of Use.

The changes also mean that we are not liable to you for any loss you may suffer in the 
case of transactions that are incorrect, due to the transactions not being executed or 
because they were processed late by us. However, we also make it clear we will be liable 
to refund executed transactions where they have not been received by the payee’s bank 
arising from a mistake or negligence on our part. 

The changes also mean that we are entitled to:-

(a) treat any payments made by you or a third party using your personalised security 
instruments as authorised by you  (unless you can prove to us that the payment was 
not authorised by you and you can provide supporting evidence which is acceptable 
to us to show that the payment was not authorised);

(b) rely on the use of your personalised security instruments as evidence that you acted 
either fraudulently, or failed intentionally or failed with gross negligence to comply with 
the terms and conditions and not provide you with any further supporting evidence;
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(c) not provide you with supporting evidence that any payment made by you was correctly 
recorded by us and not affected by any technical breakdown if you believe a payment 
was not made correctly. Notwithstanding that there is no legal obligation on us to do so, 
we will continue to accommodate customer requests that we deem to be reasonable; 

(d) not assist you in tracing a payment unless we are able to recover the fees and charges 
for doing so from you;

(e) not refund any payments to you if we have reasonable grounds to suspect that fraud 
has taken place or where we otherwise have a claim against you. 

5. Data Privacy Notice and Data Privacy Summary

• We have updated our Data Privacy Notice to include more information on how we 
process personal data when we provide you with payment services. The updates 
include how we deal with transfers of personal data to and from TPPs and new fraud 
prevention measures.

• We have also made some general changes to make the Data Privacy Notice clearer, 
including possible implications of Brexit on personal data transfers and updating the 
ways in which we can inform you of changes to the Data Privacy Notice.

• You can find an updated version of the Data Privacy Notice and the Data Privacy 
Summary at www.bankofireland.com/privacy

6. Some other small changes to your Business on Line 
Conditions of Use

• We have clarified that the English language is and will be used for the purpose of 
interpreting the Conditions of Use and Handbook and for all communication in 
connection with the Services.

• We have updated the details on how you can make a complaint.

• We have noted that you have a right to receive the Conditions of Use on request at any 
time on paper or another durable medium.

• We have updated our terms and conditions that apply to customers who are 
consumers or Microenterprises (i.e. not a Corporate Customer as outlined above) to 
clarify the circumstances in which we will not be liable for losses caused where we can 
show that the payment has been received by the payee’s bank or where we cannot 
make the payment for a legal or other regulatory reason.

• Finally we have updated the details on how you can provide us with any notice required 
under your Business On Line Agreement with us.
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Bank of Ireland is regulated by the Central Bank of Ireland.
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Key Information: 
We will update the Business On Line Conditions to reflect these changes. The new Business On 

Line Conditions of Use and Handbook are available to download at www.bankofireland.com/

PSD2 and on the product pages of our website www.bankofireland.com, and are effective from 

22 August 2019.

If you have a query in relation to any of these changes, please phone our dedicated team on 

1890 818 265 (in Republic of Ireland) or +353 1 460 6445 (from outside) from 8am to 6pm 

Monday to Friday.

Reminder 
Where we notify you of any changes to terms and conditions that you do not wish to accept, you 
may, subject to clearing any overdrawn balance and/or fees due, close your account or end your 
Business On Line service without charge. If you do not notify us before 22 August 2019 we’ll 
take this to mean that you have accepted the changes on their effective date.
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