
Role:   Head of Strategic Group IT Security 

 

Location:  Cabinteely, Dublin 18 

 

Level:   Senior Management 

 

Job Type:  Permanent, Full-time 

 

Experience:  10+ years Information Security experience; 

   Extensive knowledge of IT Security infrastructure; 

   In-depth knowledge and understanding of security requirements   

   of ISO 270001; Data Protection; PCI standard; FSA Sysc8; 

 

 

 

Role Background: 

 

The Bank of Ireland Group IT Unit delivers IT services and business solutions to the BOI Group. To 

support the business, we have a high performance IT Security Team providing an effective and 

efficient IT Security Service to the Group.   The role of Head of Strategic Group IT Security, has 

recently become vacant and we are now looking to recruit a Unit Head to continue the development 

and implementation of our IT Security strategy  

 

 

Role Responsibilities: 

 

� Development and implementation of the IT Security Strategy and Operating Model to 

meet current and future business requirements 

� Develop and lead the IT Security Team to meet business demands and deliver to 

professional standards and expertise 

� Ensure an appropriate security Governance Framework is in place meeting all audit, 

regulatory and compliance requirements  

� Establish a system of security assessments across all BOI IT platforms to ensure 

adequate protection is in place and that the core technology of BOI is secure 

� Provide IT Security advice to Group Executives and senior management in relation to IT 

Security Risk and Control 

� Oversee an operational process that manages all IT Security incidents in a robust and 

comprehensive manner 

� Lead the development of IT Security KPIs and IT Security Metrics 

� Drive the development, documentation and implementation of security policies, 

standards, guidelines and procedures across all computing platforms 

� Select and manage external IT security service providers in an efficient and cost effective 

manner 

� Manage IT Security budgetary and planning requirements in accordance with Group IT 

financial and strategic targets 

� Act as a representative of Group IT management in relation to IT Security internally and 

across the organisation / externally as appropriate 

 

 



Role Requirements: 

 

� 10+ years experience in senior management role with relevant experience of IT Security 

� Extensive knowledge of all aspects and components of IT security infrastructure including 

encryption methods, intrusion detection, vulnerability analysis and incident management 

� Wide knowledge of IT security technology developments particularly in relation to internet, 

mobile, payment cards, and ATM 

� IT Professional with significant experience of designing and developing complex IT security 

solutions 

� Demonstrated and sound understanding of IT security aspects of software technologies 

� Ability to motivate and engage teams to achieve professional excellence, through 

mentoring, coaching and development of staff 

� Experienced IT security expert with a proven track record of delivery in a financial service 

enterprise-wide capacity 

� Proven ability to communicate security related concepts in an effective manner to both 

technical and non technical associates 

� CISSP & CISM preferred 

� Proactive – anticipates requirements and problems, develops and implements solutions 

� Integrity in dealings with all customers, employees, and external vendors 

� Demonstrated abilities to manage in a complex environment, with a drive, energy and 

proactive approach and a determination to succeed 

 

 

Application Process 

 

Please forward your CV to recruitdirect@boi.com quoting reference GMIR/034/11– Head of 

Strategic Group IT Security in the subject box. 

 


